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Abstract

Over the past years, many businesses, government and individuals have been started to adopt the
internet and web-based technologies in their works to take benefits of costs reduction and better
utilization of existing resources. The cloud computing is a new way of computing which aims to
provide better communication style and storage resources in a safe environment via the internet
platform. The E-governments around the world are facing the continued budget challenges and
increasing in the size of their computational data so that they need to find ways to deliver their
services to citizens as economically as possible without compromising the achievement of desired
outcomes. Considering E-government is one of the sectors that is trying to provide services via the
internet so the cloud computing can be a suitable model for implementing E-government archi-
tecture to improve E-government efficiency and user satisfaction. In this paper, the adoption of
cloud computing strategy in implementing E-government services has been studied by focusing on
the relationship between E-government and cloud computing by listing the benefits of creation
E-government based on cloud computing. Finally in this paper, the challenges faced the imple-
mentation of cloud computing for E-government are discussed in details. As a result from under-
standing the importance of cloud computing as new, green and cheap technology is contributed to
fixing and minimizing the existing problems and challenges in E-government so that the developed
and developing countries need to achieve E-government based on cloud computing.
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1. Introduction

The world has noticed a technological revolution in the early 1990s, which is almost similar to the industrial
revolution of the 20th century. This revolution, has given new communication methods and ways to different
organizations and societies around the world. The researchers make a use of the existing integrated computer
based systems, and communication technologies, to make the discovery that through the use of telecommunica-
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tion networks and computer based systems, information in all forms and kinds can spread to all over the
world.

So, as a result to integrate with, and supplement fax and telephones, a new communication medium is intro-
duced to the world, which is known as internet. Later, the internet becomes the World Wide Web (www) and the
integration with the computer and communication technologies as well. A new more developed and enhanced
technology comes out as a result, which is known as e-technologies or web-enabled technologies.

After that, all organizations start to own its own place on the web, by building their own web-sites which have
all the information required about them in a more developed and advanced stage, depending on the development
of all the network systems, and communication systems (infrastructure). Organizations have started to do trans-
actions online, and this idea comes up with the E-business, or E-commerce, and E-government.

Over the past decade, governments across the world and at all levels have adopted electronic government.
However, many developing countries still face difficulties to implement E-government initiatives, leading to a
high level of failure [1] [2]. The most experienced challenges and barriers across the relevant studies include
technological barriers, lack of resources, cost, digital divide, poor management and infrastructure, and lack of IT
infrastructure [1] [3]-[5].

The continuous advancements in technologies related to implementing and delivering E-government services
may provide opportunities to overcome some of these challenges enhance and make the implemented systems
more effective. E-governments around the world are seriously looking into cloud computing as mean of in-
creasing efficiency, reducing cost, providing more reliable and efficient services, and reducing cycle time [6].

Cloud computing is one of the new technologies which can significantly improve a government function, the
services it provides to its citizens and institutions, and its cooperation with other governments. Traditional
processes for planning, developing, and testing IT capabilities contrast with the new need to act quickly when
experimenting with new ideas. Cloud computing is an approach that can provide capabilities quickly.

This paper is organizes as follows: In Section 2, E-government concept and its types have been discussed. In
Section 3, cloud computing basics have been explained. Section 4 describes cloud computing benefits and chal-
lenges of E-government, and Section 5 concludes the research with the future work.

2. Definition and Importance of E-Government

It is believed that the first use of the term E-government was Clinton-AL Gore administration’s in 1993 [7].
World Bank website provided definition of E-government as [8]: E-government” refers to the use by govern-
ment agencies of information technologies (such as Wide Area Networks, the Internet, and mobile computing)
that have the ability to transform relations with citizens, businesses, and other arms of government. These tech-
nologies can serve a variety of different ends: better delivery of government services to citizens, improved inte-
ractions with business and industry, citizen empowerment through access to information, or more efficient gov-
ernment management. The resulting benefits can be less corruption, increased transparency, greater convenience,
revenue growth, and/or cost reductions”.

An interesting distinction between E-government and E-governance was introduced by Bhatnagar in 2003
where he defined the “E-government is concerned with improving access to government functions, be they ser-
vices or information. The term thus differs from E-governance where it is a broader concept covering the use of
the Internet by politicians or political parties to elicit views from their constituencies or the publishing of views
by civil society organizations” [9].

Accordingly and for the purpose of this study E-government can be defined as:

1) E-government is new ways being used to reinvent the business of government, includes making the informa-
tion accessible on the web, and delivering all the services on the web too in an easy fast and reliable way re-
gardless to the distances and time.

2) It is also transforming the nature of governance by affecting the relationship and responsibility between the
state and its citizens [10].

The researchers adopted the above mentioned definition because of its simplicity and flexibility. It also gives
the E-government a wide definition that describes the E-government processes rather than describing its results.
E-government is a huge information system project to be built by government, and offers electronic services to
four types of customers (Table 1): businesses, citizens, employees, and government itself [11]-[15].

E-government tries to provide multiple of government process in the best way to perform a daily activities

O,



T. Almarabeh et al.

Table 1. E-government categories.

Abbreviation Category Definition

This category includes interactions between governments and businesses
G2B Government to business [16]-[18]. Example: access to current information, renewing and obtaining
licenses, registration of companies, and payment of taxes [16] [19].

This category includes all the interactions between a government and its
G2C Government to citizen citizens [20] [21]. Example: Renewing a driver’s license and paying traffic
fine [18] [22]-[24].

This category refers to the relationship between thE-government and its
employees [16] [25] [26].

G2E Government to employee Example: giving employees access to training, e-mail, e-learning, and
authorizations to access databases to gain information needed to complete
services [25] [27] [28].

This category includes delivering the services, sharing databases and

G2G Government to government resources between government departments and agencies [20] [21].

such as digitalization of citizen record, receive community feedback, and automation of tax collection using
modern and latest technologies to improve the way of providing effective services, to increase their ability to
collaborate and interact with citizens, and to achieve greater transparency [29].

E-government is facing different type of challenges such as technical, organizational and economical chal-
lenges which puts governments under pressure to be innovative. Innovative means that E-government should
benefits from the latest ICTs (Information and Communication Technologies), which increase the efficiency and
the effectiveness of the public sector.

3. Definition and Importance of Cloud Computing

Cloud computing is a revolutionary concept for many businesses, governments and citizens. According to Gath-
er, by 2012, 20% of businesses will adopt cloud services and own no IT assets [30]. Cloud computing have var-
ious definitions which some have been brought here. One of the reasons why cloud computing has multiple de-
finitions is that cloud computing does not refer to a specific technology but rather to a concept comprising a set
of combined technologies [31].

IEEE Computer Society defined Cloud computing as: “A paradigm in which information is constantly stored
in servers on the Internet and cached temporarily on clients that include desktops, entertainment centers, com-
puters, notebooks, handhelds, etc.” [32]. It is the delivery of computing as a service rather than a product, where
by shared resources, software and information are produced to computers and other devices as a metered over a
network.

Many scientists of the National Institute of Standards and Technology (NIST) that work on cloud computing
in America defined it as follows [33]: “Cloud computing is a model for enabling convenient to access to net-
works and applications quickly, common set of configurable computing resources (e.g., networks, servers, sto-
rage and applications) that can work with little or interfere with the service provider to provide or be released
immediately.”

Another definition of Berkeley RAD Lab [34] is cloud computing refers to both the applications delivered as
services over the Internet and the hardware and systems software in the datacenters that provide those services.
The services themselves have long been referred to as Software as a Service (SaaS), so we use that term. The
datacenter hardware and software is what we will call the cloud.

The definition of NIST focuses more on the purpose of cloud computing, where the second concentrates more
on the components of cloud computing. They show that cloud computing can be understood as a service model
for computing services based on a set of computing resources that can be accessed in a flexible, elastic, on-de-
mand way with low management effort. The following characteristics, which are generally inherent to cloud
computing as shown in Figure 1 [33]:

1) Broad network access: Resources are virtually accessible via the Internet regardless the location and the de-
vice used (i.e., mobile phones, tablets, laptops, and workstations).
2) On-demand self-service: Computing capabilities, such as server and processing time, and network storage,

are provided automatically as needed.
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On-demand self-service

Essential
Characteristics

Ubiquitous network access Rapid elasticity

Figure 1. NIST cloud computing definition. Based on: NIST working definition of cloud computing v14 and NIST
presentation on effectively and securely using the cloud computing paradigm v22
http://www.csrs.nist.gov/groups/SNS/cloud-computing/index.html.

3) Resource pooling: The resources are pooled to serve different clients with physical and virtual resources dy-
namically appointed and reassigned as per client request.

4) Measured service: Controlling and optimizing resource use by assigning a measured capability appropriate
to the type of service (i.e., storage, processing and bandwidth).

5) Rapid elasticity: Resources can be provisioned and to be scaled rapidly outward and inward commensurate
with demand.

Cloud computing provides three fundamental service models which also shown in Figure 1.

1) Software as a Service (SaaS): Software application is offered as a service where the client doesn’t control or
manage any cloud infrastructure, i.e. applications like customer relationship management (CRM), Email, In-
stant messaging (IM), office productivity applications that are offered as a service by a cloud vendor.

2) Platform as a Service (PaaS): Provides required platform to develop and customize applications.

3) Infrastructure as a Service (laaS): Provides hardware infrastructure (servers, O.S, storage, network on de-
mand).

With cloud computing technology, large pools of resources can be connected through private or public net-
works. This technology simplifies infrastructure planning and provides dynamically scalable infrastructure for
cloud based applications, data, and file storage. Businesses can choose to deploy applications on one of the fol-
lowing models:

1) Public Cloud: all customers can share the same infrastructure pool with limited configuration, security pro-
tections and availability variances. The customers take benefit from economies of scale, because infrastruc-
ture costs are spread across all users.

2) Private Cloud (also known as internal cloud): cloud infrastructure dedicated to a particular organization
which it is not shared with other organizations. It will require the organization to reevaluate decisions about
existing resources. Private clouds are more expensive but also more secure when compared to public clouds.

3) Hybrid Cloud: These Clouds are a composition of two or more clouds to take the advantages of multiple
deployment models such as increasing the flexibility of computing.

4) Community Cloud: means sharing computing infrastructure by organizations of the same community.

The different types of cloud computing models offers many potential benefits to organizations such as re-
duced infrastructure costs, unlimited data storage, recovery and backup and ease access to information.

4. Relationship between E-Government and Cloud Computing

Cloud computing is used to help the E-governments in providing best possible services to its stockholders i.e.
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citizens and businesses, and to reduce the costs by reducing repetitive operations and increase the effective use
of resources, in the global arena.

Some agencies in Australia seek for innovative ways to deliver government services and want to rationalize
their ICT asset so they commenced small pilots to evaluate the potential of application, platforms and infra-
structure cloud computing. The agencies are listed in Table 2 [35].

In 2011 the UK government published its ICT strategy which covered the cloud computing and involved re-
ducing ICT costs for governments, optimizing the use of data center infrastructure, and increasing public sector
agility [36] using G-Cloud(Government Cloud).

While Kuwait cloud computing was established in 2006 and has achieved several projects involving data in-
frastructure which are needed to develop E-government that incorporates relevant official bodies. It established a
data network that links over 56 governmental bodies, sharing electronic documents and data at a very high speed
where the aim of using cloud computing is for easy data recalling and storage.

Cloud computing technologies have many benefits in different parts of E-government. These benefits dis-
cussed in the following points.

1) Scalability: Cloud computing resources such as CPU, servers, hard drives can be purchased automatically in
any quantity at any time to fit growing number of users [37]-[44].

2) Availability and Accessibility: cloud computing applications and information are hosted online therefore it
has high availability and citizens can use them at anytime and from anywhere [37] [39]-[45].

3) Cost Saving: cloud computing systems do not need to purchase and install the ICT equipments and software
on their own building [37] [39]-[42] [44]-[49].

4) Backup and Recovery: Since all the data is stored in the cloud, backing it up and restoring is much simpler
than traditional way [50].

5) Unlimited Storage. Storing information in the cloud gives you almost unlimited storage capacity.

6) Green technology: Cloud computing is relatively good in energy consumption and provides eco-systems
through virtual services [39] [42] [46] [49].

Due to cloud computing benefits as mentioned above, many countries have launched E-governance services
using cloud computing [50].

Although cloud computing offers a lot of advantages to E-government , several issues and challenges need to
be targeted or to be met when applying cloud computing.

The main issues and challenges for adopting cloud computing for the E-government are:

1) Security and privacy: Security requirements must be fulfilled on several layers where the Implementation of
cloud computing includes advanced security technologies [37] [40] [51]-[53].

2) Data protection and compliance: some data protection regulations do not allow the storage of sensitive data
in other countries, which is basically not accomplished by most cloud service providers.

Table 2. Agencies of Austria with their pilots projects of cloud computing.

Agency Pilots/implementation of cloud computing
West Australian Department of Treasury and Finance (DTF) DTF implemented private cloud. This was announced in August 2010.

WA Health implemented private cloud. This was announced
West Australian Health (WA Health) in August 2010 and anticipated competition for WA
Health data centers were in April 2011 and June 2011.

DIAC implemented hybrid cloud and important

Department of Immigration and Citizenship (DIAC) issue was centrality versus distributed centers.

DHC implemented public cloud and this department is

Department of Human Services (DHS) only in the stage of the proof of concept.

AMSA implemented public cloud. This department
Australian Maritime Safety Authority (AMSA) adopted cloud computing of pilot-cloud based application
on a vendor platform (Force.com).

AMIGO adopted laaS and Paa$S cloud computing delivered models.

Australian Government Information The data sets on the data.gov.au were migrated onto the public
Management Office (AMIGO) Amazon cloud. The data.gov.au and govspace.gov.au

websites were migrated onto a private cloud.
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3) Interoperability and data portability: There is a lack of standards when using and implementing cloud com-
puting services. Users should be able to change between cloud service providers with a minimum of risk and
cost, so governments may need to adopt open standards policies for the cloud [54]. Many governments de-
cided to use ICT systems that consistent to open standards in order to save the cost or that can take place
when using nonstandard systems. [40] [52].

4) ldentity and access management: As cloud computing services relies completely on the availability and
speed of the Internet as a carrier between consumer and service provider, speed and availability will be an
issue [53].

5) Auditing: Cloud providers currently do not offer detailed auditing possibilities where the auditing becomes
essential in situations where compliance to specific regulations or policies must be verified.

Several technical challenges like Data scaling, auditing and logging, rolling out new Instances, replication and
migration, disaster recovery, policy management, system integration and legacy software, obsolete technologies
and migration to new technologies [8]. Some Arab governments have developed modern suite of laws which
strongly facilitate and support cloud computing. For example, Saudi Arabia put comprehensive privacy legisla-
tion besides intellectual property laws that are relevant to cloud computing.

5. Conclusions and Future Work

Cloud computing is actually working to help break down the barriers of many governments to enter new phase
of collaboration and partnering, sharing services, and pooling of resources. It offers an effective way to share
information between citizens, reducing efforts in providing services, budget management and cost effective.

This paper gives insight to the issues of cloud computing in E-government and investigates the importance of
the new technologies to be adopted in implementing E-government such as cloud computing which provides the
overall strategy and techniques to manage E-government content in general.

In the future, we will study how to implement E-government services using cloud computing in more details
by giving some suggestions in how to select the most effective services in the cloud to achieve a best imple-
mentation of E-government using cloud computing and we will give special emphasis to Jordan.
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